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A new era is dawning on
verifCity.

Friendships, breakups, elections,
checkups, bank accounts...

Everything goes through a single
window into people's lives.

an era where everything
happens through
smartphones.

20xx20xx20xxVerifCityVerifCityVerifCity

OK, sure!

Cool!

See ya soon!



VerifCity's leader, mayor
n. d. middle, promised
everyone that their digital
lives would have full
privacy.

But instead, he poisoned
VerifCity's communication

protocols.

Ever since his election, people's
lives have been at risk of
exposure.
nobody knows where it's coming
from,or when it will stop.

Well, almost nobody.

Letting him monitor
everyone.

can't wait 2 see u

You make me feel alive.

Me too, sweethea
Let's keea secret



OK,
Every-

one!

Class
Dismissed!

By day, she is
a math teacher
at VerifCity
High School.

by night,
she is...

Verifpal,
the hero who
can expose
the mayor's
hidden
tyranny.



So,
have you
checked

if the
authen-
tication

is chained
down past

the key
exchange

mes-
sages?!

The long-term
keys have mutual
authentication!

But
proverif-sama!

A compromised
ephemeral key
can still mean
trouble.

Alice's ephemeral key...
it's the only thing
keeping her messages
safely encrypted...This is supposed

to be the secure
protocol
everyone is
using to
communicate...

I'm sure I've
modeled it
correctly...

So...

"But
something's
not right..."

years earlier...

No,
Verifpal.



Which
means...

They can read
everything!

if an active attacker
replaces the

ephemeral key,

the entire
session gets
compromised!

ENCRYPT

Master Secret

HKDF

HKDF
! Root Key

HKDF

Alice's
Ephemeral Key

Normally, message keys
are derived not
only from
Alice's
ephemeral key,
but also from
a root key...

This is what ties
the messages to
Alice and bob's

identities...

But... the root key is
never getting mixed
into Alice's new
message encryption key!

That's right!



Excellent
deduction
as always,
Verifgal!

Indeed, the key exchange
is quite worthless...

but did you think that
was the only ace up

my sleeve?!

mayor
N. D.

Middle!

No,
I didn't...



Even
if commu-
nications
were
confi-
dential...

Even
if commu-
nications
were
confi-
dential...

...you'd
still

learn
a lot
from

who's
talking

to who...

...isn't that,
mayor,

why you
don't...

...Encrypt the
initiator's
long-term
public key?!

IM-IMPOSSIBLE!!!



Hero Rev
eals Com

municati
ons Surv

eillance

Interest i
n learnin

g formal
verificati

on spikes

Popula
tion co

nfused
as to h

ow na
me

was no
t sufÏc

ient tip
-off

City M
ayor A

rreste
d

for Su
rveilla

nce Pl
ot

The next day...

How
didn't

we
see

that?

Why
didn't

we
spot it?

the
encryption...

it wasn't
secure!

Secure
communi-
cations
are
critical
to
our
daily
lives...

...and
everyone
should be
able to
verify the
security
of these
designs.

My name is

together,
we can learn
formal
verification
for any
cryptographic
protocol!

It's nice to
meet you;

let's get
started!

!Verifpal











https://verifpal.com
https://verifpal.com/software
https://verifpal.com/software
https://www.gnu.org/licenses/gpl-3.0.en.html
https://scoop.sh
https://brew.sh


https://proverif.inria.fr
https://coq.inria.fr


https://verifpal.com
https://verifpal.com
https://git-scm.com/book/en/v2/Getting-Started-Installing-Git
https://golang.org/doc/install


https://code.visualstudio.com/
https://code.visualstudio.com/


https://verifhub.verifpal.com
https://verifpal.com/list
https://verifpal.com/discord
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VA



V
al

u
e 

T
y

p
es

Constant

Fresh, KnownBy, Guard, Leaked, 
Declaration, Qualifier

Primitive

Name, Arguments, Check, 
PrimitiveSpec

Equation

Values, rules (gba = gab)

Resolve

ga = g^a

g^a

Deconstruct

DEC(k,m), k ➞ m

m

Reconstruct

k, m ➞
MAC(k,m)

MAC(k, m)

Equivalize

ga^b = gb^a

Learned Value

Model

DecomposeRule

Decompose(ENC(k, 
m),k) = m

RecomposeRule

Recompose(a,b) = 
x ⇔ a,b,_ ← 
SHAMIR_SPLIT(x)

RewriteRule

DEC(k,ENC(k, m)) 
→ m

RebuildRule

SHAMIR_JOIN(a,b) 
→ x ⇔ a,b,_ = 
SHAMIR_SPLIT(x)

PrimitiveSpec

KnowledgeMap
• Principals
• Const ➞ Value
• Creator
• KnownBy
• Phase…

Alice’s PrincipalState
• Const ➞ Value
• Guard
• KnownBy
• Wire…

Bob’s PrincipalState
• Const ➞ Value
• Guard
• KnownBy
• Wire…

ga, e1

[gb], e2

Parse

AttackerState

Mutate 

PrincipalState 

for Next Run

Ga = 
g^attacker
Gb = gb…

Queries Analysis

•Check for contradiction to queries after 

each run

•Terminate when no new values are being 

learned

Translate to Coq

•Work with Coq Library to perform more 

in-depth analysis

Protocol Modeling and 
Verification

•Iterative process through intuitive 

modeling and optional further Coq 

modeling

VA

VA

VA
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https://signal.org/docs/


IKA IKB

EKA SPKB OPKB
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https://ssbc.github.io/scuttlebutt-protocol-guide/
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https://github.com/DP-3T/documents/blob/master/DP3T%20White%20Paper.pdf
https://github.com/DP-3T/documents/blob/master/DP3T%20White%20Paper.pdf
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(a3dh,asig),(g
a3dh

,gasig)
(gb3dh

,gbsig)
(b3dh,bsig),(g

b3dh
,gbsig)

(ga3dh
,gasig)

bs,g
bs

bo,g
bo

SIGN(bsig,g
bs),gbo

ae ∈ Zp

S = c0 | ga3dhbs | gaeb3dh | gaebs | gaebo

(rkba,ckba)⇐ HKDF(S,c1,c2)

ae′ ∈ Zp

kshared = gae′bs

(rkab,ckab)⇐ HKDF(kshared,rkba,c2)
kenc ⇐ HKDF(MAC(ckab,c3),c1,c4)

ga3dh
,gasig

,gae
,gae′

,E0 = AEAD ENC(kenc,M0,g
a3dh | gasig | gb3dh | gbsig | gae′ )

S = c0 | ga3dhbs | gaeb3dh | gaebs | gaebo

(rkba,ckba)⇐ HKDF(S,c1,c2)
(bo,g

bo)

kshared = gae′bs

(rkab,ckab)⇐ HKDF(kshared,rkba,c2)
kenc ⇐ HKDF(MAC(ckab,c3),c1,c4)
M0 ⇐ AEAD DEC(kenc,E0,g

a3dh | gasig | gb3dh | gbsig | gae′ )

be ∈ Zp

kshared = gae′be

(rkba,ckba)⇐ HKDF(kshared ,rkab,c2)
kenc ⇐ HKDF(MAC(ckba,c3),c1,c4)

gbe
,E1 = AEAD ENC(kenc,M1,g

b3dh | gbsig | ga3dh | gasig | gbe)

kshared = gae′be

(rkba,ckba)⇐ HKDF(kshared,rkab,c2)
kenc ⇐ HKDF(MAC(ckba,c3),c1,c4)
M1 ⇐ AEAD DEC(kenc,E1,g

b3dh | gbsig | ga3dh | gasig | gbe)

M0 M0



(A,gA)
gB N

Zp −→ a

(B,gB)
N

M1 := (ga
,MAC(N,ga))

ASSERT(M1,N)

Zp −→ b
M2 := (gb

,MAC(N,gb))

ASSERT(M2,N)

S1 := HASH
(

N | (gb)a | (gB)a
)

S1 := HASH
(

N | (ga)b | (ga)B
)

M3 := AEAD ENC(S1,(SIGN(A,(N | gB | HASH(gab))),gA),⊥
)

SA,g
A := AEAD DEC(S1,M3)

SIGNVERIF
(

SA,g
A
,(N | gB | HASH(gab))

)

S2 := HASH
(

N | gab | gaB | (gb)A
)

S2 := HASH
(

N | gab | gaB | (gA)b
)

M4 := AEAD ENC
(

S2,SIGN(B,(N | SA | gA | HASH(gab))),⊥
)

SB := AEAD DEC(S2,M4)
SIGNVERIF

(

SB,g
B
,(N | SA | gA | HASH(gab))

)

gB
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